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“linical Trials Regulation and

Protection of Personal Data

According to Regulation (EU) 2016/679 of 27 April 2016 on the
protection of natural persons with regard to the processing
of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (also known as General Data
Protection Regulation or GDPR), personal data concerning
health should include all data pertaining to the health status
of a data subject which reveal information relating to the
past, current or future physical or mental health status of the
data subject. The latter includes information derived from
the testing or examination of a body part or bodily substance,
including from genetic data and biological samples; and any
information on, for example, a disease, disability, disease
risk, medical history, clinical treatment or the physiological or
biomedical state of the data subject independent of its source,
for example from a physician or other health professional, a
hospital, a medical device or an in vitro diagnostic test.

The GDPR also clearly states that the processing of personal
data for scientific purposes should also comply with other relevant
legislation, such as on clinical trials (Recital 157 GDPR), and that
for the purpose of consenting to the participation in scientific
research activities in clinical trials, the relevant provisions of
Regulation (EU) No 536/2014 of 16 April 2014 on clinical trials
on medicinal products for human use, and repealing Directive
2001/20/EC (i.e. the Clinical Trials Regulation or CTR) should
apply.

Conversely, the Clinical Trials Regulation which foresees the
setting up and maintenance of both a EU portal (Article 8o CTR)
and an EU database (Article 81 CTR) — the first of which is to
function as a single entry point for the submission of all data and
information relating to clinical trials and the second one as a single
data and information repository — dictates that no personal data
of data subjects participating in a clinical trial should be recorded
in the EU database (Recital 67 CTR).

The idea behind that is that all clinical trial information shall
be recorded, processed, handled, and stored by the sponsor
or investigator, as applicable, in such a way that it can be
accurately reported, interpreted and verified. Nonetheless, the
EU legislator is aware of the need and commits to protect the
confidentiality of records and of personal data of the subjects
involved in clinical trials, in accordance with the applicable law
on personal data. For this purpose, the CTR requires appropriate
technical and organisational measures to be implemented
to protect information and personal data processed against
unauthorised or unlawful access, disclosure, dissemination,
alteration, or destruction or accidental loss, in particular where the
processing involves the transmission over a network (Article 56
CTR).

In particular, the clinical trial protocol, authorised under the
CTR, shall define the purposes and conditions for which the
data of clinical trial subjects will be processed, and data subjects
involved in the trial shall be properly informed on the processing
of his/her personal data. In this regard, it is mandatory to include
in every clinical trial protocol a description of measures that will
be implemented to ensure confidentiality of records and personal
data of subjects.

In any case, as far as protection of personal data involved
in clinical trials is concerned, one of the final provisions of the
CTR (Article 93 CTR) establishes that processing of personal
data pursuant by the CTR, carried out either in the EU Member
States or carried out by the European Commission or the
European Medicines Agency, is subject to compliance with the
EU rules governing personal data, making explicit reference to
EU Directive 95/46/EC and Regulation EC 45/2001, subsequently
respectively repealed by the GDPR and by Regulation 2018/1725
on the protection of natural persons with regard to the processing
of personal data by the Union institutions, bodies, offices and
agencies, and on the free movement of such data.

It follows that both the CTR and GDPR provisions apply
simultaneously.

In order to facilitate the correct interpretation of the relevant
provisions quoted above and to ensure the proper interaction of the
different rules at stalke, on 10 April 2019 the European Commission
published a Questions & Answers document (the Q&A) on the
interplay between the GDPR, which entered into force on 25 May
2018, and the CTR, which after several postponements is currently
expected to be applicable as of late 2020.

The document consists of eleven questions and answers
addressing respectively: (1) the general obligations set by the CTR
with regard to personal data; (2) the identification of the subject
responsible for determining the correct legal basis for personal data
processing in the context of a clinical trial; (3) the legal basis for
processing of personal data of clinical trial subjects in the context
of a clinical trial (primary use); (4) the difference between informed
consent within the meaning of the CTR and consent within the
meaning of the GDPR; (5) the GDPR requirements concerning
information that should be given to subjects participating in
a clinical trial; (6) the legal consequences of withdrawal of the
consent for participation in the clinical trial; (7) the use of personal
data outside the protocol of the clinical trial (secondary use) within
the scope of the GDPR; (8) the processing of personal data in the
context of emergency clinical trials; (9) the applicability of EU data
protection rules to sponsors established outside the EU; (10) data
transfer outside the EU and, eventually (11) transitional measures
with regard to clinical trials approved under Directive 2001/20/
EC, pending the applicability of the CTR.
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Focusing on some of the main personal data protection challenges
that sponsors and clinic-institutions of the investigators will have to
face when conducting a clinical trial and relying on the guidance
provided by the European Commission and by national Data
Protection Authorities (DPAs), the following has to be noted.

As a starting point, one should emphasise that the responsibility to
determine the legal basis for processing of personal data lies with the
data controller, i.e. with the natural or legal person determining the
purposes and means of the processing of personal data in the context
of the concerned clinical trial. And in addition, it is crucial to define
the respective role of the sponsor(s) and the clinical trial centre(s) to
which investigator(s) belong, and also to determine who should be
considered the data processor, i.e. the natural or legal person who
processes the data on behalf of the controller.

Looking at the sponsor’s role, as mentioned in the guidelines
issued by the Italian DPA (‘Garante per la protezione dei dati
personal’) in 2008, it should be recalled that, prior to starting the trial,
the sponsor selects the candidate centres by assessing the respective
eligibility and interests; it subsequently draws up the trial protocol
and provides the necessary guidance to the centres with regard to
data processing — including retention and security mechanisms —
along with instructions related to use of the IT systems deployed,
which in some cases are made available to the individual centres.
The sponsor verifies compliance by the centres with both the protocol
and the respective internal procedures, via own collaborators; draws
up the documents to be used for providing notice to the patients and
obtaining their consent as also related to processing of their personal
data; and finally, the sponsor notifies the centres that it is no longer
necessary for them to keep the trial-related documents.

On the other hand, considering the activities vested with the trial
centre, as it has also correctly been noted by the Italian DPA in the
context of the same guidelines, the individual trial centre is not under
the sponsor’s control and it carries out the trial autonomously — albeit
in compliance with the applicable protocol, the standard operational
procedures, and the sponsor’s guidelines. In addition, it is up to the
trial centre to provide the information notices to patients and obtains
their consent, as also related to processing of the data concerning
them; being also responsible for the safekeeping of the relevant
documents.

In the light of the above it can be concluded that both the sponsor
and the trial centre should be regarded as either separate data
controllers or joint data controllers.

Another important distinction to be made as far as the legitimate
use of personal data of subjects involved in clinical trials is concerned
relates to the difference between primary and secondary use of data
collected in the context of a clinical trial.

Whilst primary use entails all processing operations related to
a specific clinical trial protocol during its whole lifecycle, from the
starting of the trial to deletion at the end of the archiving period,
secondary use implies use of personal data concerning subjects
involved in the clinical trial outside the clinical trial protocol and for
future scientific purposes. The chosen legal basis may or may not
differ from the legal basis of the primary use.

That is to say that, as clarified by the European Commission,
if a sponsor and/or an investigator would like to use the personal
data gathered for any other purposes than the one defined by the
clinical trial protocol (e.g. medical data collected to conduct a clinical
trial on breast cancer used to run a study aiming to identify new
biomarkers, but which was not foreseen in the clinical trial protocol),
the processing of the relevant data would require a valid legal ground
that cannot be provided by the CTR but it would rather have to be
sought under Article 6 of the GDPR.

Namely, according to Article 6(1)(a) of the GDPR, the legal basis
for the processing of personal data for secondary use will have to
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be found in the consent of the data subject. Consent of the data
subject means any freely given, specific, informed and unambiguous
indication of the data subject’s wishes by which he or she, by a
statement or by a clear afirmative action, signifies agreement to the
processing of personal data relating to him or her. Nonetheless, it is
again crucial to distinguish between the consent to process personal
data pursuant to the GDPR and the informed consent to be enrolled
in a trial required by the CTR.

The informed consent under CTR is the fundamental condition
under which a person can be included into a clinical trial, but it is not
and it cannot be conceived as an instrument to ensure data processing
compliance. This means that, in principle, scientific research projects
can only include personal data on the basis of consent if they have a
well-described purpose.

Further data processing operations may also be necessary in
order to fulfil a legal obligation placed upon the sponsor and/or the
investigator. This is notably the case, for instance, for obligations
relating to the performance of safety reporting under Articles 41 to 43
of the CTR, and obligations concerning the archiving of the clinical
trial master file (25 years according to Article 58 CTR) and the medical
files of subjects (which is to be determined by national law according
to the same provision). The same applies to any disclosure of clinical
trial data to the national competent authorities in the course of an
inspection in accordance with relevant national rules (see Article 78
CTR). With regard to all the legal obligations listed above, the proper
legal basis for the lawful data processing cannot be retrieved from the
CTR but shall rather be identified under Article 9(2)(i) of the GDPR
that, by way of derogation to Article 9(1), allows processing of special
categories of data (i.e. sensitive data, such as those concerning health)
when: “processing is necessary for reasons of public interest in the area
of public hedlth, such as [...] ensuring high standards of quality and
safety of health care and of medicinal products or medical devices, on
the basis of Union or member State law, which provides for suitable
and specific measures to safeguard the rights and freedoms of the data
subject, in particular professional secrecy”.

We are still in the early days of interaction between CTR and
GDPR but we have already experienced many uncertainties in
identifying the proper legal basis to ensure a lawful data processing of
data collected with regard to the many and different activities carried
out in the context of clinical trial operations. There are still many
knots to be untied and additional interpretative support and guidance
from regulatory and data protection authorities, both at national and
European level, would be more than welcome and would definitely
help in navigating this complex matter.
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