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Transforming Clinical Research through 
Cloud Computing Technology

The process of carrying out clinical research and conducting 
clinical trials is very expensive, complicated and time-
consuming. The necessary strict regulatory standards 
surrounding clinical research and the drug approval process 
further complicates things. Of paramount importance is 
the anonymity of human subjects, and clinical research 
organisations (CROs) conducting trials in collaboration with 
pharmaceuticals must maintain confidentiality at all costs.

Cloud-based software solutions are the right way to move 
forward in the clinical research field, and choosing the 
right partner to build a CRO's cloud architecture is pivotal 
to its success. Going paperless can bring drastic security 
improvements to the entire process. Adoption of good 
cloud-based information security management policies can 
further bolster information safety. Taking medical research 
and drug development to the cloud also has the potential to 
reduce capital and operational expenditures and to fast-track 
innovation. Cloud-based techniques such as big data analytics 
and distributed computing can also improve collaboration 
through centralisation of computational and research tools.

The challenge: 
The US Food and Drug Administration (FDA), which is 
responsible for protecting and promoting public health, 
receives around a million reports every year pertaining to drug 
safety in the form of emails, faxes, phone calls and around 
100,000 handwritten reports. The agency badly required a way 
to consolidate this publicly-available information, make the 
data entry process more efficient and reduce costs.

The solution:
openFDA, an ongoing cloudbased initiative, indexes, formats 
and documents high-value, high priority and scalable 
publicaccess data in a way that’s easy for developers and 
consumers to access and make use of.

The result:
Amazon’s cloud service, along with their partner Captricity, 
enabled the FDA to quickly convert “manual reports into 
machine-readable information with 99.7% accuracy, reducing
costs from $29 per page to $0.25 per page.” This data is then 
made available through a secure publicaccess portal.

“The goal of the project is to create easy access to public data, 
to create a new level of openness and accountability, to ensure 
the privacy and security of public FDA data, and ultimately to
educate the public and save lives.”

Roles of a CRO
CROs play a crucial role in the healthcare industry as their work is 
critical for the development of new drugs and treatment techniques. 
The functions of a CRO can be broadly classified as:

• Biological studies
• Biological analytics
• Biometrics
• Medical writing
• Regulatory services

Carrying out these functions while meeting ethical and 
regulatory standards set by entities like EMA and FDA is a challenge 
that every CRO and pharmaceutical company has to overcome. 
However, performing these functions manually, through physical, 
paper-based methods, adds an additional layer of difficulty that 
many small entities face today. Traditional methods, which include 
conventional internal IT solutions, make maintaining secrecy and 
following a zero-compromise security policy a nightmare. Besides, 
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the entire process becomes cumbersome, time-consuming and 
overly expensive as a result. Any method that can streamline clinical 
research activities is not only good for a particular organisation but 
for the entire industry as well.

The healthcare and pharmaceutical industry has traditionally 
been cautious and measured in the adoption of new technologies, 
mainly due to safety, security and scalability concerns. The stringent 
regulatory environment in which pharmaceutical companies 
operate also discourages many from switching to new technologies.

One of the major reasons that holds these organisations from 
moving to the cloud is the apprehension about control and security 
of their data. After all, these organisations deal with large amounts 
of sensitive data, including intellectual property and patient 
information, which need to be safeguarded at all costs.

In addition to the low technology adoption rate, several 
pharmaceutical companies and CROs face the challenge of a 
decentralised IT infrastructure and a heterogeneous distributed 
infrastructure. The over-provisioning and under-utilisation of IT 
resources are other areas of concern.

Other common challenges faced by the pharmaceutical industry 
include the provisioning of IT workload, which is measured in 
weeks; capital intensive commissioning; and the high degree of 
friction in entry and exit of new/old workloads.
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The Benefits of Cloud-based Storage and Software Solutions

The healthcare and life sciences sector has gradually started 
making the shift to cloud computing in recent years. The wide-scale 
adoption of mobile devices, especially personal health monitoring 
devices and health-related mobile applications, capable of tracking 
treatments, are certainly contributing to this ongoing change. An 
interesting statistic that’s proof of this trend is that 84% of medical 
practitioners use smartphones to do quick online research during 
work.

Carrying out clinical research and drug development 
work necessitates the use of a wide range of IT solutions for 
communication, data analysis and data storage requirements. 
These include clinical trial management systems (CTMS), electronic 
data capture (EDC) systems and electronic trial master file (eTMF) 
content management systems. Any IT solution needs to be well-
structured to enable CROs to carry out their responsibilities a lot 
faster and with greater efficiency, and thus enable new treatments 
to get to patients faster.

Cloud-based software solutions can make it easier for CROs 
and pharmaceutical companies to manage clinical trials, collaborate 
globally and conduct pharmacovigilance. The areas that will truly 
flourish with the adoption of cloud computing are mHealth, 
e-health and telemedicine services. Cloud computing is also helpful 
for e-commerce. 

Easy global accessibility, which is an inherent part of cloud 
computing, makes sharing and managing lab data and patients’ 
personal and treatment information simpler. Cloud-based software 
also makes statistical analysis efficient. This enables seamless 
integration of data and its availability across devices for a lower 
cost. From a clinical research perspective alone, cloud computing 
offers a diverse range of opportunities to improve safety, security, 
efficiency, delivery time and accuracy. Cloud computing can make 
significant contributions by: streamlining information tracking, 

The challenge: 
Kythera Biopharmaceuticals Inc. (now a part of Allergan 
Plc was struggling to manage an assortment of document 
repositories, each dedicated to specific functional areas, and 
document systems, including a file-sharing system for trial 
master file (TMF) documents. Considering the company had 
26 clinical studies on file (of which four were undergoing 
trials), it amounted to thousands of documents that needed 
to be managed.

This meant that Kythera was forced to contend with different
versions of documents, all being used and exchanged by people 
with no true document accountability. The fact that Kythera 
was dependant on a legacy system meant it had no option to 
upgrade it for better efficiency.

The solution:
A cloud-based software suite that connected every department 
at Kythera and linked workstream activities across clinical, 
regulatory and medical affairs was the answer. This allowed 
real-time information exchange and greater transparency.

• The implementation of the cloud-based solution achieved 
positive results by some effective operational changes.

• Protocols authored by the medical writers upon completion 
were automatically sent to the reviewers.

• CRO collaborators were given access to clinical trial reports 
to improve trial update reporting.

• All stakeholders were alerted to document expiration dates.
• Documents were better managed through a site document 

report that displayed documents on file for individual sites. 
Also, a site initiation report maintained a status update 
about each document as it progressed.

• Document centralisation and going digital made 
collaborating easier and helped with study start-up. Trial 
operations was also made more transparent.

• The time required to align TMF documents was reduced by 
at least 40 per cent at the end of each trial period using an 
eTMF cloud system.

The result:
The company managed to save on opex by streamlining their 
operations and making processes more efficient, all thanks to 
their shift from internal IT services to a paperless, cloud-based 
software solution.
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gathering, managing, storage, and analysis; making collaborations 
between organisations, physicians and patients easier through 
seamless and real-time exchange of information; and allowing 
everyone involved access to big data pools and enabling researchers 
to build their own extensive database for future references.

A 2016 HIMSS survey paints a clear picture about the areas 
and factors that matter the most to healthcare companies during 
cloud adoption. Performance and reliability, ease of management 
and total cost of ownership (TCO) were the three reasons given by 
companies for adopting cloud-based solutions. On the other hand, 
adherence to regulatory requirements (HITECH), willingness to 
meet BAA requirements and technical security of the cloud service 
provider were the main factors considered before choosing a cloud 
services provider.1
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Regarding Industry Adoption of Cloud Computing

According to an HIMSS survey1, 84% of IT executives working in 
the healthcare sector now rely on cloud services (with SaaS and IaaS 
models being the most popular) and 92% recognise the value add. In 
fact, cloud computing in healthcare as a market is estimated to hit 
the $5.4 billion figure by 2017. Many pharmaceutical organisations 
and CROs have started to recognise the benefits of cloud computing 
and have begun to embrace cloud-based technologies for drug 
development and healthcare research purposes.

In fact, most of the big names from the healthcare industry have 
already made the shift to cloud and are reaping its benefits. Among 
the big names are 3M Health Information Systems (HIS), Bristol-
Myers Squibb, Philips, Siemens Healthcare Diagnostics, Novartis, 
Orion Health and many more.

Ensuring Data Security Through Hybrid Cloud Computing
Hybrid cloud computing is best suited for the needs of the 
healthcare and medical research industry. That’s because a hybrid 
cloud computing environment brings the best of both worlds—
public and private cloud computing.

A hybrid cloud computing environment functions by integrating 
an on-premises, private cloud, which the organisation can 
completely control, and a public cloud service provided by a third 
party. Hybrid cloud computing thus allows sensitive data to be 
stored and operations to be carried out more securely on the private 
cloud, while the public cloud is used for all other computational 
requirements. And since both cloud environments are connected 
on a certain level, the hybrid cloud system manages to provide 
increased flexibility and more data deployment options. By deciding 
which type of data is most suitable for the private or public cloud, 
an organisation can ensure the integrity of its information.

Beyond hybrid cloud computing, safety and security can be 
assured to a great degree by implementing certain safeguards. 
Organisations need to make sure their cloud environment is 
compliant with the highest level of global security standards. 
Additional security features never hurt and should be made a part 
of the system. For instance, file transfer traceability options provide 
great control and facilitate accountability.

Implementing IT Infrastructure Structuring
Moving information and applications to the cloud alone does not 
guarantee all the promised benefits as the shift to cloud computing 
is never straightforward. Proper structuring is critical for cloud 
IT implementation to succeed. Factors that can hamper effective 
implementation can be classified into two categories—generic 
technical factors and factors specific to the pharmaceutical and 
clinical research industry.

Expert consultation and trial-and-error implementation of new 
methods can help CROs and pharmaceuticals overcome technical 
obstacles such as:
• Service restrictions and limitations
• Managing of replicating workloads

The challenge: 
The Indian division of Bausch & Lomb was responsible for 
handling most of its IT operations. But a tight budget stifled 
its growth (the company was growing exponentially, but its 
legacy applications lacked the capability to support the pace 
of change) and made it difficult for it to support business. The 
company realised that cloud computing would offer scalability, 
reliability and availability for its growth and deliver the best 
results, especially with low funds to work with. A management
decision was made to shift its operations from its own IT 
solutions to the cloud.

The solution:
The company did not plunge into the cloud all at once and was 
very methodical and measured in its new approach. As a first 
step, it moved only a non-critical part of its IT infrastructure 
into the public cloud. Next, it consolidated all its data centres 
and eventually handed over its data centre-related activities to
a private cloud outsourcing partner. Outsourcing its IT this way 
allowed it to move from a capex model to a totally pay-per-use
opex model.

However, this was still a private, caged cloud model and the 
company wanted to further deepen its cloud integration and 
this could only be achieved by moving to a public cloud. Every
company that has ever moved to a public cloud has had 
concerns about safety and security and this is especially true 
in the pharmaceutical sector, which deals with private and 
sensitive patient information. But moving to the public cloud 
provides better ROI, allows improved scalability and provides 
more control. So, after much deliberation, the company finally 
took its IT entirely public.

The result:
This enabled them to reduce their capex cost by 20%. Their 
bold step allowed them to reach new heights at a pace and 
scale that was not possible without the cloud, and additionally, 
it provided them 24/7 availability to their data, along with a 
disaster recovery safeguard. The takeaway here is how they 
improved scalability, reliability, and availability on a low 
budget through cloud computing.
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• Managing information traffic flow
• Reporting structure creation and management
• Scalability

Any cloud-based solution catering to the pharmaceutical or 
clinical research industry has to conform to the non-negotiable 
factors specific to this industry. These are as follows:
• Information security
• Industry regulations
• Industry standards
• Industry policies
• Standard operating procedure (SOPs)
• Traceability
• Transparency
• Validation before acceptance (and periodic validation)
• Laws of land

The desired results can be achieved when the cloud solution 
matches specific requirements of the pharmaceutical and clinical 
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research industry, and through implementation of specific measures 
and by giving the right structure to the cloud solution.

A cloud-based application suite and storage solution can 
be considered ideal when it has most, if not all, of the following 
features:

• It should be an ISO27001 (international information security 
standard) compliant, validated cloud setup, confirming to 
industry regulations and standards.

• It should be pre-crafted for industry best practices such as 
GAMP5.

• It should comply with FDAs Title 21 CFR Part 11 regulation that  
sets guidelines for all types of electronic records (data and 
documents) and electronic signatures, so that they are considered  
trustworthy, reliable, and equivalent to paper records.

• It must come with standard operating procedures (SOPs) for 
data backup and restoration, disaster recovery and business 
continuity.

• It should implement strict access restriction through separation 
of duty.

• It must not compromise on traceability, through audit trails and 
configuration change records.

• It must allow all information/data to be validated through 
input qualification, output qualification and performance 
qualification (IQ/OQ/PQ).

• It should comply with the law of land (for example, EU data 
protection directives).

• It should support automated workflows.
• It should provide mobility support for employees/contractors 

without compromising the security.
• It should be backed-up by a fully managed service.

Choosing the right cloud partner is crucial for any CRO. It’s 
important that this cloud partner is experienced and understands 
industry requirements to build a custom cloud solution or to 
structure an existing cloud architecture for maximum efficiency.

Embracing cloud computing offers big advantages to the 
pharmaceutical and clinical research industry, and has the potential 
to revolutionise healthcare by enabling organisations to develop 
newer, more effective drugs and deliver them faster, at affordable 
prices. These make cloud-based solutions important, especially for 

smaller and newer companies, as these can enable them to grow 
exponentially. But most importantly, carrying out clinical research 
procedures over the cloud is safer and more secure than traditional 
paper-based methods, and the cloud is a place that continually 
gets safer with the advancement of technology and introduction of 
newer techniques.
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