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Policy 0070 Under the Microscope: The Trade-off Between 
Clinical Trial Transparency and the Risk of Revealing Patient 
Identities

The last few months have seen a battle build between 
the pharma industry and the EMA, following the issue of 
new guidance promoting greater transparency in clinical 
trial reporting. Specifically, ‘anonymised’ clinical study 
reports should now be made centrally available at the 
time of marketing authorisation submissions, but risk-
averse manufacturers are digging in their heels. d-Wise’s 
Cathal Gallagher reviews recent developments and 
considers how the situation will play out.

It’s well accepted that transparency has ascended the 
life sciences agenda. Patient safety is sacrosanct and 
health authorities must be seen to do everything they 
can to drive up standards, improve quality and make 
manufacturers accountable.

The European Medicine Agency’s Policy 00701, 
recently formalised in published guidance, addresses this 
need by ‘encouraging’ life sciences brands to open up 
their clinical study reports (CSRs) for easier interrogation. 
Yet this must happen in a way that continues to respect 
and protect the anonymity of subjects taking part in 
clinical trials. This is a fine line to tread, and although 
the industry understands the intention, organisations are 
deeply concerned about the new level of risk they will 
now be open to. Recently these concerns have reached 
a crescendo, voiced loudly at industry seminars and 
conferences and in test cases at the law courts.

So how will this pan out, and what is companies’ best 
strategy for navigating the new requirements while 
keeping patient data safe?
Under the new EMA guidelines, now published, 
anonymised versions of complete CSRs should be made 
generally available within 60 days of an authorisation 
decision (positive or otherwise), hosted centrally by or for 
the EMA. The idea is that other researchers as well as the 
wider public will be able to access and interrogate the 
documents, without having to make a special application 
or wait months for a select set of information to be issued.

For life sciences manufacturers and brands this is a huge 
deal, and largely unwelcome – for they will gain little 
benefit in return for a lot of additional administrative 
work, and a considerable amount of risk (if something goes 
wrong and they inadvertently expose a patient’s identity, 
or for that matter commercially sensitive information 
about the company, its products or processes).

Although the policy is not an enforceable law (for now, 
at least), there is considerable pressure on companies to 
adhere to the request to submit anonymised CSRs. EMA 
has expressed an intent to ‘name and shame’ companies 
that don’t play ball, by way of an annual list of non-

conformists. There is an inherent implication, too, that 
brands which hold back have something to hide. This 
could gnaw away at public perception and trust – the 
foundations on which life sciences brands are built and 
sustained.

How Open is Open?
Under previous EMA criteria (Policy 0043), requested 
clinical study reports could be supplied as redacted files 
(with patient references blacked out). But a big part of 
the current initiative is to maintain high utility of the 
materials being shared – maximising the insight that 
can be gleaned from each study. (It is quite telling that 
even though Policy 0043 was made law, the number of 
requests for report content to Clinical Data Request2, the 
most popular repository, remains below 300.) 

With the new guidance, companies are encouraged 
to leave as much as possible of the original study report 
content open to analysis, preserving the integrity of the 
findings while protecting patients from discovery by 
making systematic adjustments (modifying all potential 
identifiers).

One of the issues to have emerged, though, is the risk 
of inadvertent disclosure, particularly in the case of rare 
conditions – where human samples are small and variants 
more easily identifiable. EMA has tried to address this by 
setting the bar at a 9 per cent chance of identifying an 
individual. As samples get smaller, companies can adjust 
criteria so that someone becomes European rather than 
Irish, or is assigned to a broader age category – elevating 
the parameters until there are at least 10 comparable 
others. Date offsetting may be important too, so that 
patients can’t be identified from when they were known 
to be in hospital, for example. 

The ideal balance the industry is aiming for is 
something referred to as the Goldilocks Zone - between 
0.05 and 0.09 - where data has maximum utility while 
maintaining an acceptably low risk of a patient being re-
identified from their coordinates. Unfortunately, each 
company currently has its own set of rules for making 
these kinds of adjustments, which is adding to the 
complexity.

If the industry is able to reach consensus, and 
companies can get this right, the EMA’s vision might be 
achievable. The danger comes when the balance shifts 
too far in one direction (towards utility at the expense 
of patient comfort, or towards subject reassurance at the 
expense of data’s usefulness), or when each company 
plays by a different set of rules. 



Volume 9  Issue 119  Journal for Clinical Studies

Regulatory

Quite apart from the risk of paying out huge fines in 
the event of a data breach, no pharma company wants 
the reputational damage associated with compromising 
patient confidentiality. The new expectations are likely 
to have implications for staff recruitment and retention 
too. If you’re being paid £35,000 a year to do the job 
you’ve always done in regulatory affairs, it’s quite 
an undertaking to accept that you’re all that stands 
between your employer and a fine worth 4-6 per cent of 
the company’s global income.

Not surprisingly, there has already been a backlash 
as companies (including PTC Therapeutics, in relation to 
a treatment for Duchenne’s muscular dystrophy) have 
challenged the EMA’s demands via the courts3.

Meanwhile, some countries have stricter laws on patient 
privacy than others, which could result in companies 
leaving those countries (such as France) out of the public 
versions of their clinical study reports, because of the 
increased risk. This in turn could compromise the validity 
of graphs, or averages being cited. 

Developing a Plan
As the detail is digested, pharma companies are 
understandably anxious. A large majority of organisations 
are hanging back, waiting to see how trailblazers such as 

GlaxoSmithKline and Sanofi manage the process. 

The initial temptation for others has been to focus on 
the immediate need – i.e. to develop a capability that 
takes care of CSR documents specifically. But it is likely 
that this single-use approach will lead them down a dead 
end. Although the EMA has started out with CSRs as 
its target, the clinical study report is unlikely to be the 
sole source of focus for anonymising subject references. 
Indeed, the published EMA policy document indicates it 
is only a matter of time before all of the patient-level 
data behind those reports will need to be given the same 
treatment. 

This necessitates a more holistic approach to patient 
anonymisation – i.e. one that begins with the underlying 
patient-level data. Since everything else flows from that, 
it makes sense to start from this point. Being consistent 
and systematic from the outset ought to save a lot of 
time, expense and risk across the board as the EMA’s 
outlook broadens.

Consistency is similarly important for ensuring that 
study findings retain their scientific meaning and value. 
If life sciences firms develop one type of process, or a 
particular algorithm, for anonymising clinical study 
reports and another for other documents or data, it could 
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become very difficult to re-join the dots if researchers 
later need to perform further cross-referencing and 
analysis. This risks undermining the broader value of the 
data, and could introduce risk to any wider conclusions 
that are later drawn from the source findings.

Introducing new complexity could also create more 
work for companies down the line, as they are required 
to address follow-on queries once clinical trial findings 
are in the public domain. It could mean additional 
administrative work, tying up precious resources. Ideally, 
interested parties should be able to serve themselves 
with this additional information, finding all the answers 
they require online.

EMA may have concluded that making CSRs the initial 
focus would make lighter work for organisations in the 
early stages of adapting to the new demands around 
clinical trial transparency, shielding companies from the 
need to worry about the technicalities of thousands of 
data fields that may be associated with broader data 
anonymisation.

Concerned about the mounting time pressure, some 
life sciences organisations have turned to external 
agencies to process CSR documents. But in some cases 
this has introduced questions about quality, leading to 
work having to be redone. Meanwhile, given that a typical 
application for marketing authorisation may comprise 50 
separate studies, keeping track of the different formulae 
that have been used to protect patients’ identities is 
creating its own issues.

Cutting Corners Could End Up Costing More
The early signs are that this whole initiative is best 
handled internally, using software that can take original 
CSR content and produce a compliant, disguised study 
report in parallel – either by highlighting affected text 
so it can be changed, or by automating the scan-and-
replace according to the rules or key the company has 
devised.

Starting with the original data promises to be more 
economical in the long term, is more reliable, and means 
firms could prepare compliant, anonymised CSRs so that 
these are ready on the shelves at the time of marketing 
authorisation submission. It seems a much better 
approach all round, even if time is pressing now.

Patient-level data is structured and well organised. This 
makes it easy to manage any transformations, because 
this can be done systematically and comprehensively in 
a few simple steps. Once they have found their stride, 
companies could expect to process an entire clinical 
study’s worth of data in just a day. Once the master data 
has been given the anonymisation treatment, amending 
the study reports becomes a simple matter of intelligent 
search and replace; the hard work has already been done. 

It’s also important to remember that the growing 
focus on transparency is not specific to Europe; the FDA 
has its own parallel ambitions, and other regions will 
surely follow.

And companies should keep in mind the spirit and 
wider purpose of Policy 0070 too – which is to disseminate 
knowledge, and empower external communities to find 
the answers they need more readily – so that the benefits 
of research and of medicinal advances have the broadest 
possible reach. 

Embracing this aspiration and making the extra effort 
to deliver against its core values is a worthwhile position 
for pharma organisations to assume. Contesting EMA 
expectations won’t do companies any favours, certainly. 
EMA has already demonstrated its intention to stand its 
ground in the European law courts4, confirming plans to 
appeal against initial court rulings that decided in favour 
of corporate privacy. The life sciences industry has enough 
battles on its hands at the moment; arguing against the 
greater good of patients shouldn’t be one of them.
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